DraYTek Filtr zawartosci URL

( 192.168.1.1/24 [}

PCA1 § PC 2 PC3
Gtéwne zatozenia:

e PC1(192.168.1.11) ma zablokowany dostep do stron zawierajqcych w URL fraze ‘sex’ (pozostate strony sg
przepuszczane).

e PC2 (192.168.1.12) ma dostep tylko do stron zawierajacych w URL fraze ‘draytek’ (pozostate strony sag
blokowane).

e PC3(192.168.1.13) nie ma ograniczen.

Przejdz do zaktadki Oject Settings>>IP Object. Stwdrz odpowiednie profile adreséw IP.

Objects Setting >> IP Object vﬁd-‘
IP Object
E; Add ){ Edit @ Delete 4™ Refresh Profile Number Limit : 200
Profile Address Type Start IP Address End IP Address Subnet Mask
1 PC1 Single 182.168.1.11
2 PC2 Single 192.168.1.12
IP Object =| X IP Object = ®
Profile : PC1 Profile : PCZ
Address Type : Single hd Address Type : Single w
Start IP Address : 192 168 1 1 Start IP Address : 182 168 1 12
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Przejdz do zaktadki Object Settings>>Keyword/DNS Object>>Keyword Object. Stworz odpowiednie profile
fraz.
Profil kropka .” ma za zadanie reprezentowac wszystkie strony www, gdyz adresy URL zawierajq *.’ .

Objects Setting >> Keyword /| DNS Object > Keyword Object 2

Keyword Object DNS Object

€3 Add YL Edi  [[) Dekte &N Refresh Frofile Number Limit : 100
Profile Member
1 kropka .
2 draytek draytek
3 sex sex
Keyword Object ] | e

Profile :  kropka

E') Add E Save Profile Mumber Limit ;. 64
Member
Member : |. [I"n
Keyword Object ] | e

Profile : draytek

E') Add E Save Profile Mumber Limit ;. 64
Member
Member : |draytek [I"n
Keyword Object ] | s

Profile: sex

'-'_':; Add E Save Profile Mumber Limit . 64
Member
Member : |zex [T]]

Przejdz do zakfadki Firewall>>Filter Setup>>IP Filter. Jesli dodates reguty Filtru IP to upewnij sie, ze ruch do
Internetu z PC1, PC2 oraz PC3 nie jest blokowany.

Firewall == Filter Setup >> IP Filter

IP Filter IPvE Filter Application Fiter | URL\Web Category Filter Q0 Fitter Default Policy

Przejdz do zaktadki Firewall>>Filter Setup>>Application Filter. Jesli dodates$ profile Filtru Aplikacji to upewnij
sie, ze protokoty DNS, HTTP, HTTPS(SSL/TLS) nie sg blokowane.

Firewall >> Filter Setup >> Application Filter 3.’

IP Fiter IPvE Filter Application Fitter URLAVeb Category Fitter Qa Fitter Default Policy
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Przejdz do zakfadki Firewall>>Filter Setup>>URL/Web Category Filter. Stworz odpowiednie profile filtru URL
wybierajac wczesniej stworzone profile obiektow.

Firewall >> Filter Setup >> URLWeb Category Filter @

IP Fitter IPv§ Filter Application Fiter URL/Web Category Filter QQ Fiter Default Policy

:’:} Add >£ Edit m Delete % Refresh " Move Up P Move Down Lg Rename Profile Number Limit : 32

Profile Enable Filter Https Time Obj... Time Group IP Object IP Group User Profile User Group File Exten... File Exten... Keyword ... Keyword ... Web Cate...
1 sex_block true enable PC1 BEX
2 draytek_pass true enable PC2 draytek
3 any_block true enable PC2 kropka
Profile -=| %

Profile : sex_block

Enable

Filter Https : @ Enable () Dizable (For Keyword and Web Category)

While no target has been specified, firewall rules are applied to Any object

Firewall Objects
= Time Schedule B

P Time Object
P Time Group
=] Source IP

4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit

PC1 Single: 192.168.1.11

] pPcz Single 192.168.1.12

X%

Source IP Group
Source User Profile

Source User Group

W W W W

Source LDAP Group
(=] Action Policy

P File Extension Accept
P File Extension Block
[ Keyword Accept

4 Keyword Block

Profile Member Edit
[T] kropka b4
[T] draytek draytek "
zex sex e

P web Category Policy

&N
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Profile

Profile : dravtek_pass
Enable

Filter Https : (@ Enable () Dizable (For Keyword and Web Category)

While ne target has been specified, firewall rules are applied to Any object

Firewsall Objects
=] Time Schedule

P Time Object
P Time Group
=] Source IP

4 Source IP Object

Profile Address Type Start IP Address

] Pci Single 192.168.1.11
PC2 Single 192.168.1.12

Source IP Group
Source User Profile
Source User Group
Source LDAP Group
=] Action Policy

End IP Address

Edit

x| %

File Extension Accept
File Extension Block

hvvbvvvv

Keyword Accept

Profile Member

[T] kropka

draytek draytek

] sex 28X

[ Keyword Block

P web Category Policy
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Profile -

Profile : any_block
Enable

Filter Hitps © (@ Enable () Disable (For Keyword and Web Category)

While no target has been specified, firewall rules are applied to Any object

Firewall Objects
=] Time Schedule B

I Time Object
[ Time Group
=] Source IP

4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask
[ pca Single 192.168.1.11
PC2 Single 192.168.1.12

X[ &

Source IP Group
Source User Profile

Source User Group

b A .

Source LDAP Group
(=] Action Policy

I File Extension Accept
P File Extension Block
4 Keyword Accept
4 Keyword Block
Profile Member
kropka
[T] draytek draytek

[ sex sex

X[%[X| &

P web Category Policy

[l

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktéry nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.

Firewall >> Filter Setup >> Default Policy 2]
IP Fitter IPw Fitter Application Fitter | URLAVeb Category Fitter QQ Fiter Default Policy
Use Default Policy : | Accept A
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