Dr ayTek Filtrowanie danych przychodzacych

Metoda 1 - uzycie jednej grupy IP Filter
Metoda 2 - uzycie dwdéch grup IP Filter
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Gtéwne zatozenia:

e Poprzez przekierowanie portu 80 do serwera HTTP ma dostep tylko urzadzenie prezentujace sie adresem
99.99.99.12

e  Publiczny adres IP zdalnego PC 99.99.99.12
e Prywatny adres IP serwera HTTP 192.168.1.6

Przejdz do zaktadki NAT>>Port Redirection. Stworz odpowiedni profil przekierowania portu.

NAT >> Port Redirection

@
Port Redirection
ﬁ) Add )& Edit E Delete ™ Refresh o Move Up . Move Down l,g Rename Profile Number Limit : 256
Profile Enable WAN Profile  UselIP Alias  Alias Private IP Protocol Port Redire... Public Port ... Public Port... Private Port
1 HTTP true wani No 162.168.1.6 TCP One-to-One 20 20
Port Redirection =)|| %
Profile : HTTP
Enable
VAN Profile : wani v
Use IP Alias : No v
Private IP : 182 ) 168 ) 1 . i3
Protocol : TCP v
Port Redirection Mode : | One-to-One hd
Public Port : 80
Private Port : 80
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Przejdz do zaktadki Object Settings>>IP Object. Stworz odpowiednie profile adreséw IP.

Objects Setting == IP Object a.'

IP Object

[y Add 3% Edt  [[]] Delete & Refresh Profile Number Limit : 200

Profile Address Type Start IP Address End IP Address Subnet Mask
1 HTTP_server Single 192.168.1.8
2 PC_remote Single 99.99.99.12
IP Object =[x
Profile : HTTP_server
Address Type : Single e
Start IP Address: 182 168 1 &
IP Object =I[%
Profile : PC_remote
Address Type : Single b
Start IP Address : 95 - - o1z
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Metoda 1 - uzycie jednej grupy IP Filter

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednig grupe oraz reguty wybierajac
wczesniej stworzone profile obiektow.

Firewall >> Filter Setup >> IP Filter Q’.
IP Filter IPvG Fitter Application Fiter | URLAVWeb Category Filter QQ Filter Default Policy
E} Add )e Edit m Delete 4™ Refresh @ Move Up P Move Down Profile Number Limit : 12
Group Enable Comment
A WAN_LAN true
E‘; Add >€ Edit m Delete 4™ Refresh (.g Rename g Move Up P Move Down Profile Number Limit : 20
Rule Enable Action MNext Group For .. Syslog Source LDAP Gr... General Firewall... Source Firewall .. Destination Fire ..
PC_pass trug accept Disable PC_remote HTTP_server
ANY_block true block Enable HTTP_server

Reguta ‘PC_pass’ — przepuszczanie ruchu od zdalnego PC do serwera HTTP

[ Rule

Profile : PC_pass
Enable
Action : | Accept a
Syslog: (7 Enable (@ Disable
Input Interface : | ALL WANS R
Output Interface : |ALL LANS I

If no object i= selected in a category, the case of "Any’ is applied

Firewall Objects

[+] Time Schedule

[+] Service Protocol

[+l Incoming Country Filter

(+] Out-going Country Filter

=] Source IP

A Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edlit

|:| HTTP_server Single 18216816
PC_remote Single §9.99.99.12

X[

Source P Group

Source User Profile

v v w

Source User Group
P Source LOAP Group
=] Destination IP

4 Destination IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
HTTP_server Single 192 163.1.6

[ PC_remate Single 99.99.99.12

X%

Destination IP Group
Destination DNS Object
Destination User Profile

Destination User Group

b A A

Destination LDWP Group
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Reguta ‘ANY_block’ - blokowanie ruchu od dowolnego urzadzenia do serwera HTTP

Rule
Profile : ANY_block
Enable
Action : |Block hd
Sysleg: (@ Enable (7) Disable
Input Interface : | ALL WANS hd
Output Interface : | ALL LANS hd

If no object is selected in a category, the case of "Any’ is applied

Firewall Objects

[+] Time Schedule

[+] Service Protocol

4] Incoming Country Filter

(+] Out-going Country Filter

4] Source IP
=] Destination IP

4 Destination IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
HTTP_server Single 192.168.1.6 b4
[C] PC_remote Single 99.99.99.12 W

Destination IP Group
Destination DMNS Object
Destination User Profile

Destination User Group

v W W W W

Destination LDAP Group

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktéry nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.

Firewall >> Filter Setup >> Default Policy

2]

IP Fitter IPw Fitter Application Fitter | URLAVeb Category Fitter QQ Fiter Default Policy

Use Default Policy : | Accept A
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Metoda 2 - uzycie dwoéch grup IP Filter

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednie grupy oraz reguty wybierajac
wczesniej stworzone profile obiektow.

Firewall == Filter Setup => IP Filter

.Ql

IP Filter IPv Fitter Application Fiter | URLAWWeb Category Fitter QQ Fiter Default Policy
€3 Add  YC Edt [[[] Delete & Refresh <4 MoveUp % Move Down Pl lELT s
Group Enable Comment
A WAN_LAN true
3 Add  J£ Edit  [[] Delete ¢ Refresh () Rename 44 MoveUp ¥ Move Down Profile Number Limit : 20
Rule Enable Action Next Group For ...  Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire...
ANY_block_if true block_if_no_further... WAN_LAN_excepti.. Enable HTTP_server
4 WAN_LAN_exceptions true
-_'f) Add )g Edit m Delete M Refresh [.a Rename ‘ MovelUp ¥ Move Down Profile Number Limit : 20
Rule Enable Action MNext Group For ...  Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire...
PC_pass true accept Disable PC_remote HTTP_server

Grupa ‘WAN_LAN’ reguta ‘ANY_block_if" — blokowanie catego ruchu z WAN do LAN od dowolnego urzadzenia

serwera HTTP z weryfikacjg regut nastepnej grupy.

I Rule

Profile :

Action :

Next Group :
Syslog:

Input Interface :

Output Interface :

ANY_block_if
Enable

Block_If_Mo_Further_K...|»

WAN_LAN_exceptions | v

@ Enable () Disable
ALL WANS "
ALL LANS b

If no object is selected in a category, the case of "Any" is applied

Firewall Obje

cls

do

(#] Time Schedule

(#] Service Protocol

(#] Incoming Country Filter

(+] Out-going Country Filter

(+] Source IP

=] Destination IP

4 Destinaticn IP

Object

Profile Address Type Start IP Address
HTTP_server Single 192.168.1.8
[[] PC_remote Single 99.99.89.12

Destination IP

A . A A

Group

Destination DNS Object
Destination User Profile
Destination User Group

Destination LDAP Group

End IP Address

Subnet Mask

Edit

X[
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Grupa ‘WAN_LAN_exceptions’ reguta ‘PC_pass’ — przepuszczanie ruchu od zdalnego PC do serwera HTTP

[ Rule

Profile : PC_pass
Enable
Action : | Accept a
Syslog: (7 Enable (@ Disable
Input Interface : | ALL WANS R
Output Interface : |ALL LANS I

If no object i= selected in a category, the case of "Any’ is applied

Firewall Objects

[+] Time Schedule

[+] Service Protocol

[+l Incoming Country Filter

(+] Out-going Country Filter

=] Source IP

A Source IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edlit
|:| HTTP_server Single 18216816 )g
PC_remote Single 99.99.99.12 b

Source P Group
Source User Profile

Source User Group

b A

Source LDAP Group
=] Destination IP

4 Destination IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
HTTP_server Single 192.168.1.8 p 4
[ PC_remote Single 99.99.99.12 b 4

Destination IP Group
Destination DNS Object
Destination User Profile

Destination User Group

b A A

Destination LDWP Group

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktory nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.

Firewall >> Filter Setup >> Default Policy

@

IP Fitter IPvE Filter Application Fiter | URLAVeb Category Fitter QQ Fiter Default Policy

Use Default Policy : | Accept A
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