DrayTek

Filtrowanie ruchu VPN LAN-LAN
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W przyktadzie pominieto konfiguracje VPN.

VPN and Remote Access >> Connection Management >> Connection M:

gement
Connection Management History
Dial-Out tool

@ IPsec () PPTP  Profiles: b £3 Connect M Refresh

Bl

VPN Connection Status
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Search | Search | Search | Search 8| Search | Search | Search % Search =
VPN Type Interface Remote IP Virtual Network Up Time RX(Packets) TX(Packets) Operation
1 ipsec_in IPsec/AES_HMA.. wanl 99.99.99.11 192.168.1.0/24 00:00:29 1117 2038 b @
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Przejdz do zaktadki Object Settings>>IP Object. Stworz odpowiednie profile adreséw IP.

Objects Setting > IP Object

IP Object
@y Add DX Edt [[[] Delete S Refresh
Profile Address Type Start IP Address
1 subnet_local Subnet 192.168.0.0
2 server_local Single 192.168.0.10
3 subnet_remote Subnet 192.168.1.0
4 PC_remote Single 192.168.1.10
IP Object -
Profile : subnet_local
Address Type : Subnet w7
Start IP Address : 152 168 0 0
Subnet Mask : 255 255256 24 v
IP Object -
Profile : subnet_remote
Address Type : Subnet R
Start IP Address . 152 163 1 0
Subnet Mask : 255.255.255.0/24 e

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednig grupe oraz reguty wybierajac

wczesniej stworzone profile obiektow.

Firewall == Filter Setup == IP Filter

Profile Number Limit . 200

End IP Address Subnet Mask

255.255.255.0

255.255.255.0

IP Object - |
Profile : server_local
Address Type : Single e
Start IP Address © 182 168 ) 0 10

IP Object - ||
Profile : PC_remote
Address Type : Single b
Start IP Address : 192 10

168 1

IP Fitter IPv6 Filter Applcation Fiter | URLAWeb Category Fitter QQ Fitter Default Policy
€3 Acd P& Edt [[) Deete & Refresh <44 MoveUp ¥ Move Down R
Group Enable Comment
4 vpn_control true
E} Add )& Edit m Delete 4% Refresh L.g Rename @ MoveUp P \ove Down Profile Number Limit
Rule Enable Action Mext Group For F...  Syslog Source LDAP Gro... General Firewall ... Source Firewall T... Destination Firew..
PC_remote_pass true pass Dizable PC_remote server_local
subnet_remote_block true block Dizable subnet_remote subnet_local
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l Rule

-3
Profile : PC_remote_pass
Enable
Block Action : |Pass w7
Syslog: (7) Enmable (@) Disable
Input Interface : | Any !
Output Interface . | Any 25
While no target has been specified, firewall rules are applied to Any object
- Firewall Objects
=) Time Schedule Zi
lr Time Object
P Time Group
=] Service Protocol
P service Type Object
I service Type Group
=] Incoming Country Filter
PP Source Cou ntry Object (At most accept 15 countries)
=] Out-going Country Filter
P Destination Country Object (At most accept 15 countries)
=] Source IP
4 Source IP Object
|:| [ Profile .Address Type [ Start IP Address [ End IP Address [ Subnet Mask [ Edit [
. [[] subnet_local Subnet 192.168.0.0 255.255.255.0 )&
[[] server_local Single 182 168.0.10 >
[[] subnet_remote Subnet 152.168.1.0 2552552550 )&‘
PC_remote Single 192.163.1.10 )&‘
I Source P Group
P Source User Profile
I Source User Group
lr  Source LDAP Group
=] Destination IP
4 Destination IP Object
|:| Profile Addreszs Type Start IP Address End IP Address Subnet Mask Edit
|:| subnet_local Subnet 152.168.0.0 255.255.255.0 )&‘
server_local Single 182.168.0.10 p-
[ subnet_remots Subnet 192.168.1.0 255.255.255.10 )Q"
|:| PC_remote Single 192.168.1.10 )&'
lr  Destination IP Group
lF  Destination DNS Object
[ Destination User Profile
lr  Destination User Group
P Destination LDAP Group =
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Rule

-3
Profile : subnet_remote_block
Enable
Block Action : |Block W
Syslog: () Emable (@ Disable
Input Interface : | Any W
Output Interface : |Any 2
While no target has been specified, firewall rules are applied to Any object
. Firewall Objects
[=) Time Schedule EI
[P Time Object
P Time Group
=] Service Protocol
I service Type Object
I service Type Group
[=] Incoming Country Filter
P Source Country Object (At most accept 15 countries)
[=] Out-going Country Filter
F  Destination Country Object (At most accept 15 countries)
[=] Source IP
4 Source IP Object
|:| [ Profile [ Address Type [ Start IP Address [ End IP Address [ Subnet Mask [ Edit [
. [7] subnet_local Subnet 152.168.0.0 255.255.255.0 )&
[[] server_local Single 192.168.0.10 b
subnet_remote Subnet 152.168.1.0 255.255.255.0 )&
. D PC_remote Single 192.168.1.10 )&
F SourcelP Group
[P Source User Profile
I Source User Group
P Source LDAP Group
[=] Destination IP
4 Destination IP Object
|:| Profile Address Type Start IP Address End IP Address Subnet Mask Edit [
subnet_local Subnet 182.168.0.0 2552552550 )&
[] server_ocal Single 192.168.0.10 )& |
[] subnet_remote Subnet 182.168.1.0 255.255.255.0 )&
|:| PC_remote Single 192.168.1.10 )&
lF  Destination IP Group
[ Destination ONS Object
[P Destination User Profile
[ Destination User Group
r  Destination LDAP Group E|
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Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktéry nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.

Firewall >> Filter Setup >> Default Policy o
IP Fitter IPw Fitter Application Fitter | URLAVeb Category Fitter QQ Fiter Default Policy
Use Default Policy : | Accept A
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