Dr ayTek Filtrowanie danych wychodzacych

Metoda 1 - uzycie jednej grupy IP Filter oraz Default Policy(Accept)
Metoda 2 - uzycie jednej grupy IP Filter oraz Default Policy(Block)

Metoda 3 - uzycie dwdch grup IP Filter

192.168.1.1/24

@ @pc 2
Gtéwne zatozenia:

e PC1 (192.168.1.11) ma dostep tylko do ustug DNS(TCP/UDP 53), HTTP(TCP 80), HTTPS(TCP 443) z sieci
LAN przez dowolny WAN (pozostate ustugi sg blokowane).
e PC2(192.168.1.12) oraz PC3 (192.168.1.13) nie majq ograniczen.

Uwagi:

1. Reguta IP Filter akcja Block:
Action : | Block w

- ruch spetniajacy kryteria reguty IP Filter zostanie zablokowany natychmiast
- brak sprawdzania kolejnych regut IP Filter, Application Filter, URL/Web Category Filter, Default Policy

2. Reguta IP Filter akcja Accept:
Action : | Accept ot

- ruch spetniajacy kryteria reguty IP Filter zostanie przepuszczony natychmiast
- brak sprawdzania kolejnych regut IP Filter, Application Filter, URL/Web Category Filter, Default Policy

3. Reguta IP Filter akcja Block_If_No_Further_Match oraz nieokreslona nastepna grupa:
Action : |Block_If_Mo_Further_M...| ¥
MNext Group : b

- ruch spetniajacy kryteria IP Filter zostanie zweryfikowany przez reguty Application Filter, URL/Web Category
Filter i zostanie wykonana przypisana im akcja
- w przypadku braku pasujgcych regut ruch zostanie zablokowany
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4. Reguta IP Filter akcja Block_If No_Further_Match oraz okreslona nastepna grupa:

Action : |Block_If_No_Further_M...| ¥

Mext Group : [next_group !

- ruch spetniajacy kryteria IP Filter zostanie zweryfikowany przez reguty Next Group i zostanie wykonana
przypisana im akcja

- w przypadku braku pasujacych regut Next Group ruch zostanie zweryfikowany przez reguty Application Filter,
URL/Web Category Filter i zostanie wykonana przypisana im akcja

- ostatecznie w przypadku braku pasujacych regut ruch zostanie zablokowany

5. Reguta IP Filter akcja Accept_If No_Further_Match oraz nieokreslona nastepna grupa:
Action : | Accept_If_No_Further... | ¥

MNext Group : b

- ruch spetniajacy kryteria IP Filter zostanie zweryfikowany przez reguty Application Filter, URL/Web Category
Filter i zostanie wykonana przypisana im akcja
- w przypadku braku pasujacych regut ruch zostanie przepuszczony

6. Reguta IP Filter akcja Accept_If_ No_Further_Match oraz okreslona nastepna grupa:
Action : | Accept_If_No_Further... | ¥

Mext Group : [next_group !

- ruch spetniajacy kryteria IP Filter zostanie zweryfikowany przez reguty Next Group i zostanie wykonana
przypisana im akcja

- w przypadku braku pasujacych regut Next Group ruch zostanie zweryfikowany przez reguty Application Filter,
URL/Web Category Filter i zostanie wykonana przypisana im akcja

- ostatecznie w przypadku braku pasujacych regut ruch zostanie przepuszczony

7. Reguta IP Filter dla ruchu z dowolnego LANu przez dowolny WAN:
- Input Interface: ALL LANS
- Output Interface: ALL WANS

Input Interface : |ALL LANS o

Output Interface . |ALL WANS !

8. Prosze ostroznie uzywac akcji Block dla Input/Output Interface Any

Action : |Block L
Input Interface : | Any W
Cutput Interface : |Any w

9. Default Policy:
Use Default Policy : | Accept e

- dotyczy ruchu z dowolnego LANu przez dowolny WAN
- akcja Block/Accept zostanie wykonana jesli ruch nie spetnit kryteriéw IP Filter, Application Filter, URL/Web
Category Filter
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Przejdz do zaktadki Object Settings>>IP Object. Stworz odpowiednie profile adreséw IP.

Objects Setting >> IP Object
IP Object

3 Add Y& Edit  [[[] Delete &M Refresh Profile Number Limt : 200

Profile Address Type Start IP Address End IP Address Subnet Mask
1 PC Single 192.188.1.11
2 PC2 Single 192.168.1.12
3 PC3 Single 192.168.1.13
IP Object =%
Profile : PC1
Address Type : Single e
Start IP Address : 152 ) 168 ) 1 ) 11
IP Object =
Profile : PCz
Address Type : Single bt
Start IP Address : 192 ) 168 ] 1 ) 12
IP Object = ||
Profile : PC3
Address Type : Single b
Start IP Address : 152 ] 168 ] 1 ] 13

© Brinet sp. z 0.0. - wylaczny przedstawiciel DrayTek w Polsce — www.brinet.pl - www.draytek.pl



DrayTek

Filtrowanie danych wychodzacych

Metoda 1 - uzycie jednej grupy IP Filter oraz Default Policy(Accept)

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednig grupe oraz reguty wybierajac
wczesniej stworzone profile obiektow.

Firewall >> Filter Setup >> IP Filter ’Q)
IP Fitter IPvE Fitter Application Fiter | URLAVeb Category Filter Q0 Fitter Default Policy
3 Add & Edt [[] Delete &9 Refresh 44 MoveUp ¥ Move Down RELBLL AL
Group Enable Comment
4 LAN_WAN true
_‘;’:} Add ){ Edit m Delete M Refresh l,f, Rename 4 Move Up . Move Down Profile Number Limit : 20
Rule Enable Action Next Group For ... Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire_..
PC1_pass_if true accept_if_no_furth... Enable DNS HTTPHTTPS PC1
PC1_block true block Enable PC1

Regufa ‘PC1_pass_if' — przepuszczanie ruchu DNS, HTTP, HTTPS od PC1 z weryfikacja regut Application Filter,

URL/Web Category Filter

Rule

Profile : PC1_pass._if

Enable
Action : | Accept_If_No_Further... | v
Next Group : ~
Syslog: (7) Enable (@) Disable
Input Interface : | ALL LANS S
Output Interface : | ALL WANS >

If no object is selected in a category, the case of "Any’ is applisd

Firewall Objects

[+] Time Schedule

=] Service Protocol

4 Service Type Object

Profile Protocol Source Port Start  Source Port End  Destination Por... Destination Por... Edit
T T S — oo — — e
DNS TCPUDP 65535 53 53 )f E
[C] FNGER TCP 65535 9 79 FAE
[ FP TCP 65535 20 21 b4
D H_323 TCP 65535 1720 1720 )g
HTTP TCP 65535 80 80 ),
HTTPS TCP 65535 443 443 o>
[F1_IKE NP 5535 5010 S e L=
3 Service Type Group
(4] Incoming Country Filter
(#] Out-going Country Filter
(=] Source IP
4 Source P Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
PC1 Single 192.168.1.11 )g
[ Pc2 Single 192.168.1.12 b4
[ Pc3 Single 192.168.1.13 b 4

Source P Group
Source User Profile

Source User Group

Vv vV VW

Source LDAP Group
(+] Destination IP
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Reguta ‘PC1_block’ — blokowanie pozostatego ruchu od PC1

Rule

Profile : PC1_block
Enable
Actien : |Block 7
Sysleg: (@ Enable (7) Disable
Input Interface : | ALL LANS e
Output Interface : | ALL WANS w7

If no object iz selected in a category, the case of "Any' is applied

Firewall Objects
[+] Time Schedule

(4] Service Protocol

] Incoming Country Filter
(+] Out-going Country Filter
=] Source IP

4 Source IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
PC1 Single 192.168.1.11 W
[ pcz Single 192.168.1.12 ){‘
1 Pe3 Single 192.168.1.13 ){‘

Source IP Group
Source User Profile
Source User Group
Source LDAP Group
(+] Destination IP

b A . 4

Przejdz do zaktadki Firewall>>Filter Setup>>Application Filter. Jesli dodates$ profile Filtru Aplikacji to upewnij
sie, ze protokoty DNS, HTTP, HTTPS(SSL/TLS) nie sgq blokowane.

Firewall >> Filter Setup >> Application Filter 2

IP Filter IPvE Filter Application Fitter URLAWeb Category Filter QQ Fitter Default Policy

Przejdz do zaktadki Firewall>>Filter Setup>>URL/Web Category Filter. Jesli dodate$ profile Filtru
URL/Kategorii Web to upewnij sie, ze ruch WWW do Internetu nie jest blokowany.

Firewall => Filter Setup => URL/Web Category Filter 2]

IP Filter IPvG Filter Application Fiter | URL\Web Category Filter QQ Fiter Default Policy

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktory nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.
W celu przepuszczania pozostatego ruchu m.in. od PC2, PC3 wybierz Accept.

Firewall >> Filter Setup >> Default Policy o
IP Fitter IPw Fitter Application Fitter | URLAVeb Category Fitter QQ Fiter Default Policy
Use Default Policy : | Accept A
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Metoda 2 - uzycie jednej grupy IP Filter oraz Default Policy(Block)

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednig grupe oraz reguty wybierajac

wczesniej stworzone profile obiektow.

Firewall > Filter Setup >> IP Filter

a@

IP Fitter IPvE Fitter Application Fiter | URL"Web Category Filter QQ Filter Default Policy
€3 Add )£ Edt  [[] Delete &% Refresh <4 MoveUp ¥ Move Down FEiEL IS L
Group Enable Comment
A LAN WAN true
€y Aadd & Edt [ Delete &5 Retresh G Rename 44 Moveup ¥ Move Down FRlalEa s ke

Rule Enable Action Next Group For ... Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire...
PC1_pass_if true accept_if_no_furth... Enable DNS HTTP HTTPS PC1
PCs_pass_if true accept_if_no_furth... Enable PC2 PC3

Reguta ‘PC1_pass_if’ — przepuszczanie ruchu DNS, HTTP, HTTPS od PC1 z weryfikacjg regut Application Filter,

URL/Web Category Filter

Rule
Profile : PC1_pass_if
Enable

Action : | Accept_If_No_Further... | v
Next Group : ~

Syslog: (7) Enable (g Disable
Input Interface : |ALL LANS s
Output Interface : | ALL WANS v

If no object is selected in a category, the case of "Any’ is applied

Firewall Objects

] Time Schedule

=] Service Protocol

4 Service Type Object

Profile Protocol Source Port Start  Source Port End  Destination Por... Destination Por... Edit
T T S — oo — — e
DNS TCPUDP 1 65535 53 53 )f E
[C] FNGER TCP 1 65535 79 79 b AE
0 FPe TCP 1 65535 20 21 )&
[ H_323 TCP 1 65535 1720 1720 ){
HTTP TCP 1 65535 a0 a0 )f
HTTPS TCP 1 65535 443 443 Sl
[T _IKE NP 1 AR535 500 S ke | =
] Service Type Group
[+l Incoming Country Filter
(#] Out-going Country Filter
=] SourceIP
4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
PC1 Single 192.168.1.11 b4
[ Pc2 Single 192.168.1.12 b4
[ Pc3 Single 192.168.1.13 b4

Source P Group
Source User Profile
Source User Group
Source LDAP Group
[+l Destination IP

v v WV W
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Reguta ‘'PCs_pass_if’ - przepuszczanie catego ruchu od PC2 oraz
URL/Web Category Filter

PC3 z weryfikacjq regut Application Filter,

Rule
Profile : PCs_pass_if
Enable
Action : | Accept_If_No_Further... | ¥
MNext Group »
Syslog: (7 Enable (@ Disable
Input Interface : |ALL LANS bl

Output Interface : |ALL WANS I

If no object is selected in a category, the case of 'Any' is applied

Firewall Objects

i+l Time Schedule

4] Service Protocol

i+l Incoming Country Filter
(4] Out-going Country Filter
=] Source IP

4  Source IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
[ Pei Single 192.168.1.11 b4
PC2 Single 192.168.1.12 b4
PC3 Single 192.168.1.13 ){‘

P Source IP Group

4
4
4

Source User Profile
Source User Group

Source LDAP Group

4] Destination IP

Przejdz do zaktadki Firewall>>Filter Setup>>Application Filter. Jesli dodates profile Filtru Aplikacji to upewnij
sie, ze protokoty DNS, HTTP, HTTPS(SSL/TLS) nie sgq blokowane.

Firewall >> Filter Setup >> Application Filter 2

IP Filter IPvE Filter Application Fitter URLAWeb Category Filter QQ Fitter Default Policy

Przejdz do zakfadki Firewall>>Filter Setup>>URL/Web Category Filter. Jesli dodate$ profile Filtru
URL/Kategorii Web to upewnij sie, ze ruch WWW do Internetu nie jest blokowany.
Firewall => Filter Setup => URL/Web Category Filter 2]

IP Filter IPvG Filter Application Fiter | URL\Web Category Filter QQ Fiter Default Policy

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktory nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.
W celu blokowania pozostatego ruchu m.in. od PC1 wybierz Block.

Firewall >> Filter Setup >> Default Policy 2]

IP Filter IPv5 Filter Application Fiter | URLWeb Category Filter Q0 Filter Default Policy
Use Default Policy : |Block 7

Pass DNS Query

Pass Reply of Port Redirection/DMZ

Enable Syslog
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Metoda 3 - uzycie dwoéch grup IP Filter

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter. Stwérz odpowiednie grupy oraz reguty wybierajac
wczesniej stworzone profile obiektow.

Firewall >> Filter Setup >= IP Filter a
IP Fitter IPvE Filter Application Fitter | URLWeb Category Fiter QQ Fiter Default Policy
:} Add )& Edit m] Delete (M Refresh i Move Up P Move Down Profie Number Limit : 12
Group Enable Comment
A LAN_WAN true
E} Add )g Edit m Delete 4™ Refresh l,a Rename g Move Up P Move Down Profile Number Limit : 20
Rule Enable Action Next Group For ... Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire...
ANY_block_if true block_if_no_further... LAN_WAN_excepti... Enable
4 LAN_WAN_exceptions true
f} Add )g Edit m Delete ™ Refresh (,g Rename g Move Up . Move Down Profile Number Limit - 20
Rule Enable Action Next Group For ... Syslog Source LDAP Gr... General Firewall... Source Firewall ... Destination Fire...
PC1_pass_jif true accept_if_no_furth... Dizable DNS HTTPHTTPS PC1
PCs_pass_if true accept_if_no_furth... Dizable PC2,PC3

Grupa ‘LAN_WAN’ reguta ‘ANY_block_if" - blokowanie catego ruchu z

LAN do WAN od dowolnego urzadzenia

weryfikacjg regut nastepnej grupy.

[ Rule

Profile : ANY_block_if
Enable
Action : |Block_If_Mo_Further_M.._| ¥
Mext Group : |LAN_VWAN_exceptions |+
Syslog: (@) Enable (7) Disable
Input Interface : |ALL LANS S
Output Interface : |ALL WANS S

If no object iz selected in a category, the case of "Any" is applied

Firewall Objects

[+] Time Schedule

4] Service Protocol

4] Incoming Country Filter

(+] Out-going Country Filter

4] Source IP

[+] Destination IP

Grupa ‘LAN_WAN_exceptions’ reguta ‘PC1_pass_if' — przepuszczanie ruchu DNS, HTTP, HTTPS od PC1 z
weryfikacjg regut Application Filter, URL/Web Category Filter

Rule
Profile : PC1_pass_if
Enable

Action : | Accept_If_No_Further... | v
MNext Group : ¥

Syslog: () Enable (g Disable
Input Interface : [ALL LANS b
Output Interface : |ALL WANS B
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If no object is selected in a category, the case of "Any’' is applied

Firewall Objects

[#] Time Schedule

=] Service Protocol

4 Service Type Object

Profile Protocol Source Port Start  Source PortEnd  Destination Por... Destination Por... Edit
[ e — R— — vuowo S— — o=
S E |
DNS TCR/UDP 1 65535 53 53 x T
[[] FINGER TCP 1 85535 78 79 * E|
[ rre TCP 1 65535 20 21 o~
[E] H_323 TCP 1 §5535 1720 1720 b4
HTTP TCP 1 65535 a0 a0 ){
HTTPS TCP 1 65535 443 443 ol
[ _IKE 1ne 1 £5535 500 500 e |

P service Type Group
[#] Incoming Country Filter

[#] Out-going Country Filter

=] Source P

4 Source IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
PC1 Single 192.168.1.11 b4
[ re2 Single 192.188.1.12 ¥ |
[ rc3 Single 192.168.1.13 *x

Source IP Group

Source User Profile

Source User Group

Source LDAP Group
[#] Destination IP

v VW W

Grupa ‘LAN_WAN_exceptions’ reguta ‘PCs_pass_if’ — przepuszczanie catego ruchu od PC2 oraz PC3 z weryfikacjq
regut Application Filter, URL/Web Category Filter

Rule
Profile : PCz_pass_if
Enable

Action : | Accept_If_No_Further... | ¥
Mext Group : L%}

Syslog: (7) Enable (@ Disable
Input Interface : | ALL LANS 5
Output Interface : | ALL WANS 5

If no object is selected in a category, the caze of "Any" is applied

Firewall Objects

[#] Time Schedule

4] Service Protocol

[#] Incoming Country Filter

[+l Out-going Country Filter

=] Source IP

4 Source IP Object

Profile Address Type Start IP Address End IP Address Subnet Mask Edit
[ Pca Single 192.168.1.11 b4
PC2 Single 192.168.1.12 o~
PC3 Single 192.168.1.13 b4

Source IP Group
Source User Profile

Source User Group

v vV W

Source LDWVP Group
[#] Destination IP
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Przejdz do zaktadki Firewall>>Filter Setup>>Application Filter. Jesli dodates$ profile Filtru Aplikacji to upewnij
sie, ze protokoty DNS, HTTP, HTTPS(SSL/TLS) nie sg blokowane.
Firewall == Filter Setup => Application Filter 2

IP Filter IPwE Fitter Application Fitter URL'Web Category Fitter Q0 Fitter Default Policy

Przejdz do zaktadki Firewall>>Filter Setup>>URL/Web Category Filter. Jesli dodate$ profile Filtru
URL/Kategorii Web to upewnij sig, ze ruch WWW do Internetu nie jest blokowany.

Firewall >> Filter Setup >> URL/Web Category Filter 2

IP Fitter IPvE Filter Application Fiter | URLAWeb Category Fitter QQ Fiter Default Policy
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