Draykk Blokowanie ruchu wychodzacego z uzyciem regut czasowych

(  192.168.1.1/24 [}

PC 1 £ PC 2 PC3
Zatozenia:

e PC1 (192.168.1.11) ma zablokowana mozliwos¢ nawigzywania nowych potaczen z Internetem codziennie
w godzinach 22:00-06:00

Przejdz do zaktadki Object Settings>>IP Object. Stworz odpowiedni profil adresu IP.

Objects Setting >> IP Object 2
IP Object
!_-:} Add )& Edit m Delete % Refresh Profile Number Limit : 200
Profile Address Type Start IP Address End IP Address Subnet Mask
1 PC1 Single 192.1628.1.11
IP Object =[x
Profile : PC1
Address Type : Single A
Start IP Address : 182 168 1 1
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DrayTek Blokowanie ruchu wychodzacego z uzyciem regut czasowych

Przejdz do zaktadki System Maintenance>>Time and Date. Wybierz odpowiednig strefe czasowa.

System Maintenance »> Time and Date

Time and Date

Time Type : NTP -
Server: pool.ntp.org

Port : 123

Interval : 500

Time Zone : Warsaw e

Daylight Saving : (@ Enable () Disable

Przejdz do zaktadki Object Setting>>Time Object. Stwérz odpowiedni profil czasu.

Objects Setting >> Time Object

2]
Time Object
3 add £ Edt [[] Delete &% Refresh FELS LR i WD
Profile Frequency Start Date Start Time End Date End Time Weekdays
26 Weekdays 2014-01-01 10:00pm 2014-01-1 06:00am Mon,Tue,Wed, Thu,Fri Sat, Sun

Time Object =
Profile : 22 6
Frequency : |VWeekdays R
Hour Iin Sec
Start Time :

22 v (00 | w |00 | ¥

Hour Idin Sec
06 [» [|00 | [(00 |w

End Time :

Weekdays : |Mon, Tue, Wed, Thu, Fr...| ¥
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DrayTek

Blokowanie ruchu wychodzacego z uzyciem regut czasowych

Przejdz do zaktadki Firewall>>Filter Setup>>IP Filter.

wczesniej stworzone profile.

Stwoérz odpowiednig

grupe oraz regute wybierajac

@

Firewall >> Filter Setup >> IP Filter
IP Filter IPv§ Filter Application Fiter | URL/Web Category Filter QQ Fitter Default Policy
gj Add )g Edit |]—I| Delete 4 Refresh @ Move Up . Move Down Profile Number Limit - 12
Group Enable Comment
4 PCi_fiter true
f} Add ){ Edit m Delete (™ Refresh l,g Rename ‘ Move Up ¥ Move Down Profile Number Limit : 20
Rule Enable Action Next Group For F... Syslog Source LDAP Gr... General Firewall ... Source Firewall ... Destination Fire...
PC1_block true block Disable 2.6 PC1
Rule
Profile : PC1_block
Enable
Block Action : |Block b
Syslog: () Enable (g Disable
Input Interface : |ALL LANS b
Output Interface : | ALL WANS v
While no target has been zpecified, firewall rules are applied to Any object
Firewall Objects
=] Time Schedule
4 Time Object
Profile Frequency Start Date Start Time End Date End Time Weekdays Edit
226 Weekdayz 2014-01-01 10:00pm 2014-01-01 06:00am Mon, Tue, Wed, T... )&
P Time Grou i)

=] Service Protocol

P service Type Object
P service Type Group
(=] Incoming Country Filter

P Source Country Object (At most accept 15 countries)
[=] Out-going Country Filter

P Destination Country Object (At most accept 15 countries)
=] Source IP

4 Source IP Object

Profile Address Type Start IP Address
PC1 Single 192.168.1.11

P Source IP Group

P Source User Profile

P Source User Group

P Source LDAP Group

=] Destination IP

End IP Address

Subnet Mask

Edit

Destination IP Object
Destination IP Group
Destination DNS Object
Destination User Profile

Destination User Group

W W WYV WV YwW

Destination LDAP Group

fute|
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DrayTek Blokowanie ruchu wychodzacego z uzyciem regut czasowych

Przejdz do zaktadki Firewall>>Filter Setup>>Default Policy. Domyslnie router przepuszcza ruch do Internetu,
ktéry nie spetnia kryteridw Filtru IP, Filtru Aplikacji, Filtru URL/Kategorii Web.

Firewall >> Filter Setup >> Default Policy o
IP Fitter IPw Fitter Application Fitter | URLAVeb Category Fitter QQ Fiter Default Policy
Use Default Policy : | Accept A
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